Feedback - Contacting Me:

If you would like to send me feedback about this document (suggestions, comments, etc.) please feel
free to email me at tyson@emerytelcom.net

Please use the subject “Spyware Paper Feedback” to be automatically allowed through my junk mail
filter.

The most recent version of this document is available at http://twta.org/spyware/

Disclaimer and Copyright information:

Any use of the information contained in this documents is solely your responsibility. The author will
not be held responsible for any damage you may cause to your system by following the suggestions
contained in this document.

This document carries no guarantee of accuracy. Nor is it intended to be a definitive guide for the
topic, though | have made every effort to provide accuracy in the information presented here.

This document may be freely redistributed by electronic or printed means provided that no money is
charged for its distribution, And that it either remains unaltered, or any changes made are clearly
documented.
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Introduction: What is Spyware?

Spyware (sometimes referred to or related to malware, scumware, crapware, or adware) is software
that installs itself and runs on your computer usually without your knowledge or permission.
(Technically, they do have your permission, but you usually don't know it and wouldn't have given it if
you knew what you were agreeing to.) Typically, Spyware gathers information about you by
monitoring your computing activities and then transmits it across the Internet for marketing purposes.
It can also download files, run programs in the background, change your system settings, violating
your privacy and potentially damaging your system. Spyware can severely slow your computer down
by using up most of your computer's resources. | personally believe that spyware is becoming a
bigger problem for the average home user than most virus threats.

The Problem:

The problem with Spyware software lies in the fact that this information is transmitted without
informed consent. Additionally, Spyware software programs are sometimes poorly written, containing
bugs which cause the computer to malfunction. These spyware software programs do not respect
your privacy.

Spyware uses the CPU, RAM, and other resources of the user's computer, making the user pay for
the costs associated with operating it. It then makes use of the user's bandwidth to connect to the
Internet and upload whatever personal information it has gathered, and to download advertisements,
which it will present to the user, either by way of pop up windows or with the ad banners of ad-
supported software. All of this can be considered theft in the cases of advertising spyware that
installs without disclosure.

Two classes of spyware:

Spyware can be broken down into two different categories, surveillance spyware and advertising
spyware.

Surveillance spyware:

This type of spyware includes key loggers, screen capture devices and trojan horses. Corporations
engaging in corporate espionage, private detectives, law enforcement, intelligence agencies,
suspicious spouses, hackers or anyone who would want to covertly gain access to your computer.
Surveillance spyware is not as prevalent as advertising spyware, and is not as big of a concern on
the average home user's system, however you should still know of it's existence.

Advertising spyware:

This type of spyware is installed alongside (or “bundled” with) other software, by clicking on some
banner advertisements on web pages or sometimes automatically via activex controls on the
Internet, often without the user's knowledge. This is usually done without full disclosure that it will be
used for gathering personal information and/or showing the user ads. Advertising spyware logs
information about the user, possibly including passwords, email addresses, web browsing history,
online buying habits, the computer's hardware and software configuration, the name, age, sex, etc. of
the user. Advertising spyware causes the bulk of the spyware-related problems users face today.

Here is a brief breakdown of what can happen if any of these newer adware/spyware
programs are installed on your computer. In addition to doing a detailed check of your
browser history, they install a wide assortment of DLLs and other executable files. They send
a continuous data stream to the parent marketing company out from your computer and leave
a backdoor open for hackers to either intercept your personal data or enter your computer.
They can install other programs directly to your computer without your knowledge. They can
send and receive cookies to other adware/spyware programs and invite them into your
computer (even if you have cookies disabled) and they can add Trojan horses into your
system. Many spyware and adware programs are fully independent executable files which are
self sufficient programs which take on the authorization abilities of the user. They include auto
install and auto update capabilities and can report any attempts to remove or modify them.
These programs can reset your auto signature, disable or bypass your uninstall features,
monitor your keystrokes on or off line, scan files on your drive, access your word processor, e-
mail and chat programs, change homepages in addition to displaying advertising content on or
off line. Many of these spyware programs can read, write and delete files and in some
instances sometime even reformat your hard drive and they do this while sending a steady

More Information:

| suggest that you keep researching this and keep yourself informed with the latest information,
because spyware is a very big threat to your computer. There are many helpful resources on the
web to further educate yourself and better help yourself learn what to watch for. If you want to keep
your system in top running condition you should educate yourself about this growing threat and learn
what to do to prevent it from affecting you. Here are a few helpful sites, and there are many more out

there, easily found with a simple search engine query.

Anti Spyware | nformation and tools:

Other Interesting Links:

http://www.cexx.org/adware.htm
(spyware removal help)

http://www.cexx.org/startup.htm

remove annoying programs from startup
(realplayer, quicktime, corel's 15 tray icons, etc.)

http://www.spywareinfo.com/~merijn/winfiles.html
Good info on CWS & it's variants
aso downloads for Hijack This & CWShredder

http://cexx.org/newnet.htm

Specific Information new.net, removing it, and
restoring your internet connection's functionality

http://www.spywarei nfo.com/arti cles'hijacked/
Detailed information about browser hijacking

http://cexx.org/webhancer.htm

Specific Information on Webhancer, removing it, and
restoring your internet connection's functionality

http://www.doxdesk.com/parasite/
Information and removal on many specific spyware
problems.

http://www.wilders.org/
various security information
(spyware, antivirus, firewalls, etc.)

http://www.mlin.net/
Home of the “ Startup Control Panel”

http://www.accs-net.com/smalIfish/advw.htm
Information on Bonzi, Comet, Timesink, Cydoor,
Hyswat, GoHip, DSSAgent, Aureate, and \Web3000

http://www.windowsstartup.com/
Home of “Startup Inspector”

http://www.spywareguide.com/
Detailed information on many different spyware
threats

http://www .javacool sof tware.com/spywareblaster.html
Javacool's Spywareblaster. A good prevention

program to run if you have a problem user who just
can't stop clicking on every ActiveX warning they see.

Sources:

Counterexploitation: http://www.cexx.org/

Spywareinfo: http://www.spywareinfo.com/

Spywareguide: http://www.spywareguide.com/

Simplythebest: http://simplythebest.net/info/spyware.html

PCHell http://www.pchell.com/support/spyware.shtml

Wilders http://www.wilders.org/spyware.htm

Microsoft http://www.microsoft.com/security/articles/spyware.asp
Filterguide http://www_filterguide.com/monitoring.htm
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Specific Cases

Some specific pieces of spyware are particularly difficult to get rid of because of the way they
tightly integrate themselves with Internet Explorer.

Cool Web Search:
Probably one of the worst cases out there, and more variants than you can count even if you
take your shoes off. Some variants, if running on your system, will actually shut down Spybot
S&D and AdAware as soon as you start them, in an attempt to thwart you from removing it.

Fortunately there is a removal tool made specifically for this nusance.

“CWShredder” is available at http://www.spywareinfo.com/~merijn/ or you can do a google
search for cwshredder to find it.

CWShredder should be safe for a beginner to use without worrying about causing any
damage.

Look2Me:

Look2Me attaches itself very tightly to Windows Explorer and will display popup advertising
constantly. The standard removal tools seem to have a very difficult time dealing with this
program.

| have had to use two programs to remove this pest, one from
http://www.spywareinfo.com/~merijn/, called “Kill2me”, and one from
http://www.pchell.com/support/look2me.shtml called “VX2.Betterinternet Finder.
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stream of information back to the advertising and marketing companies. The majority of these
programs once installed cannot be deleted from your system by normal methods. They leave
residual components behind to continue monitoring your behavior and try to reinstall
themselves. Many people have noticed a significant decrease in their computer's performance
after installing spyware. This reduced performance is due to spyware software being installed
which is using up system resources and connection bandwidth.

We are talking about serious privacy violations that go way beyond the gathering of simple
demographics!

You may be thinking “I never gave them permission to do that.” In most cases, according to
them you did, when you clicked YES on the "terms of use" and continued to install, or clicked
through that activex warning. Did you give that consent with full knowledge and understanding
of what would happen?

Spyware threats can further be described as one or more of the following types:

Malware - A general term, for spyware that just does undesirable things to your computer.
Trojan horse - Attached to a program, and performs undesirable tasks on your system.
Drive-By-Downloads. - Installs itself as you surf to some web pages.

Cookies - Not necessarily bad, but can be in certain cases.

Hijackers - Redirects your browser to web sites other than the ones you request.

Dialer - Dials a service, most likely porn sites, for which you are billed!

Collectware - Collects information about you and your surfing habits.

Toolbars - Related to collectware, but a very visible and specific type.

So, how did | get this stuff?

The main culprits in Spyware transmission are Peer-2-Peer applications (such as Mp3 file sharing
programs), “freeware” or “shareware” programs, Internet browsers using cookies (especially Internet
Explorer), “special offers” found on the Internet (usually in popup ads asking you to click something)
and sometimes (but rarely) even legitimate commercial software. We will examine each of these in
more detail.

Bundled Spyware: P2P, Freeware, and Shareware
Trojan Horse:

Some of the biggest culprits in spreading spyware are the popular peer-to-peer programs available
today. Bearshare, Kazaa, Imesh, Limewire - all of these products install multiple advertising spyware
applications. You should basically assume that any p2p program you download will contain spyware,
unless you know specifically that it does not.

To accomplish this, advertising and marketing firms will approach struggling software developers who
are hard up for money and offer to sponsor them financially if they will agree to bundle these adware
features with the programs they are developing. Sometimes these marketing and promotion firms will
set up, develop and market their own separate software programs and offer them to the general
public. Their primary objective is to find as many ways as possible distribute and get the adware
installed on as many computers as possible.



GAIN Installation x|

Divi Pro at Mo Cost.. How?

This wersion of Divi Pro [tm] is available to pou at no cost because it is
supported by advertizing delivered via the Gator Advertizing and Information
Metwark [GAIM).

KEEPING

GAIM occasianally delivers online advertizing and informational meszages
SOFTWARE selected based on ‘Web sites you view.

To continue thiz installation, pou must read and accept bath the privacy
FREE statement and license agreement for GAIM presented on the following
FCIBENI.

Enjoy wour Divi< Proftm) software.

< Back Cancel

Above is an example of some spyware that comes bundled with what would otherwise be legitimate
software. In this case the DivX Pro video codec. At least in this case they give you a completely
separate window to acknowledge before installing it, even if they do make it out to be something it's
not. This is not the way to go about “keeping software free.” Companies like this are giving the
people who make truly free software a bad name.

Normally you won’t get a clear warning like this one. Usually it's just buried in the license agreement.
Be very careful what you install. If there’s any question, ask! Be sure and find out before clicking the
accept button.

This type of spyware can be bundled with just about any type of software including (but certainly not
limited to) games, utility programs, calendars, databases, FTP programs, educational software, MP3
and audio programs. The list goes on and on.

| should point out that just because a program is freeware or shareware that they are not necessarily
trafficking in spyware. There is a lot of good freeware and shareware available that is spyware free.
You must pay attention to what you're installing on your computer or you're going to end up causing
yourself problems!

Non-Bundled Spyware - The kind you get while surfing:
(Internet Browser Cookies & “special offers”)

There are a number of spyware and adware programs that can get installed on your computer which
can either hijack your homepage, generate pornographic ads and spam, lead to pornographic web
sites and even "jack-up-phone-bills" by dialing porn sites.

Drive-By-Downloads:
Drive-By-Downloads typically come in the form of an activex security warning, usually a

confirmation window asking if you really want to install what the page is attempting to. Or in an
advertising banner on a web page you are visiting.

themselves, they are very effective at blocking any new port-scanning worms and viruses. These
can also be a big problem if your computer's OS is not up to date and security holes patched. For
broadband users, a simple dsl/cable hardware firewall can be the best $30 you ever spend on your
computer. For dialup, you'll be stuck using what | think is a bit more cumbersome solution, but still
effective. A Software firewall such as Blackice or Zonealarm. Corporate and education users need
not worry, you should already behind a firewall wherever your network is administered.

Use Javacool Spywareblaster:

Available from http://www.javacoolsoftware.com/spywareblaster.html

This is a free program that prevents installation of ActiveX based threats and problematic
cookies. This program changes some Internet Explorer settings, but does not have to be
running all the time to work. The only time you have to have the program running is to change
settings, or update.

Fix Internet Explorer security settings.

In Internet Explorer, go to your “tools” menu, then “Internet Options”, select the “security” tab,
and push the “custom level” button.

Scroll down to ActiveX controlls and plugins, and set "Download signed and unsigned ActiveX
controls” to “prompt”, and “Initialize and Script ActiveX controls not marked as safe" to
“disable”.

An alternative to fixing Internet Explorer ActiveX security settings is just to switch browsers
completely. Mozilla and Firefox are both excellent alternatives. Get them at
http://www.mozilla.org. Not only are they not vulnerable to activex problems, as well as a
bunch of other IE trouble, they have some great features that aren't available with IE.

Note for Corporate/Education users (Anyone with a technology or IT department), Chances are
that your Technology or IT department already takes care of these issues (updates, firewall, software
installation) for you. You should always talk to them and be sure they are aware of what you're doing
before attempting to install any sort of patch, update, firewall, utility or other software on a system
that's not personally owned and maintained by you. Not checking with them can cause your tech
people more trouble than you prevent.
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How | protect myself?

Only install software from trusted sources.

By “trusted sources” | mean don't install software that you are not absolutely sure about, either by
doing research on a search engine about it first or getting advice from someone who knows if it is
spyware free. Don't just say to yourself, “this looks like it should be ok”, you'll get yourself into trouble
that way.

Here are a few guidelines you can follow to determine if something is clean:
Typically with commercial “off the shelf” software you will be fine.

Open source free software is also typically problem-free. The fact that it's open source and that other
programmers (who hate spyware as much as we do), write, as well as check up on the code, keeps
spyware out.

Closed-source “free” software and Shareware is what you need to watch more closely. Remember
that not all closed-source free software has it, but much of it does. If you're not sure that a software
product is clean from previous experience or on the word of someone who does have previous
experience, read the end user license agreement and be sure or research it on the Internet and find
out. Never assume anything.

Don't click through activex security warnings unless you know for sure that you want the
web page to do what it's trying to do.

The reason that security warning comes up is to give you a chance to stop what's about to happen if
you want to. Unless you are expecting the site you're visiting to install something, or trust that site
completely, don't accept.

Don't click banner ads that try to fool you into thinking whatever they're giving you is a
great piece of software that you need.

Don't fall for things like “your computer is broadcasting personal information to the Internet”, “you are
being investigated, click here”, “your computer clock could be wrong”, “you are being monitored”, “get
some free cursors/screen savers”, “Click here to get your bonzi buddy”, etc. If you see banners with

statements like these, chances are it's a scam, don't click it!

When you get popup ads that make claims like this, close them! And consider a popup blocker. Be
aware that many popup blockers are themselves spyware, be sure of what you are installing. (If in
doubt, | recommend the Google toolbar.) Never click on ads like this, since they are almost always a
scam designed to get spyware installed on your computer.

Keep your computer's operating system patched and up to date!

Home users, direct Internet Explorer to http://windowsupdate.microsoft.com/ and download all
critical security updates. You should do this at least once per month, probably more, to make sure
you take care of any new holes as they are discovered. Turning on the automatic update feature is
not a bad idea either. | understand that trusting Microsoft to do anything automatically can be a bit
unnerving, but in this case, take my word that this is a good thing.

Home Users, consider running a firewall. While this is not absolutely necessary, it can save you a
lot of headaches down the road. While not particularly effective for many of the spyware threats out
there, since most of them are invited in by the user clicking something rather than spreading
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The above example comes from surfing to a webpage that has partnered with Gator. This
window is asking you if you want to install their PrecisionTime/Datamanger software. They
make it sound like something useful (display the exact time/date, etc.), while in reality, the
main intent of the software is to collect your personal data and serve you ads. Once installed,
the performance of your PC is affected.

This type of security warning could be from a legitimate thing that you really want to install.
Just read it carefully and be sure of what it is. Unless you absolutely trust the source, or know
exactly what the page is trying to install, don’t say “yes”.

In addition, do not ever click on an ad that makes claims similar to the above. This is another
ploy by spyware companies to get their software on your system. If you're worried about your
clock being wrong, check it against your watch.

Other banners and ads that install spyware for you are the promises of “free icons”, the “bonzi
buddy”, free screen savers, etc. Anything that purports to be free but is obviously not an open
source programming project should be viewed with scrutiny and thoroughly researched before
you allow it to be installed on your computer, especially if you find it on a banner
advertisement or popup ad.

I've used Gator/Gain/Claria as an example because they are one of the first and largest, but
be aware that there are many more out there to be wary of. These activex security warnings
and ads come in several different varieties, from the above that deal with the time and date, to
claming that you have a virus and you should “click here to remove it.” Please let your anti-
virus software take care of removing viruses. You will also see claims that your internet
connection isn’'t running as fast as it can, so “click here to fix it”. Click their ad and you may
find that quite the opposite will happen, your computer will slow down due to the junk they just
installed on your computer.

And there’s my personal favorite spyware advertisement. The one that says something like
“we have detected you may have spyware installed on your computer, “click here to remove
it.” At best this is going to just be someone charging for something that does what the free
programs | recommend below do, at worst it will just install more spyware..

Cookies:

Cookies aren't always bad. In fact, most of the time they're just fine and quite useful. Only
accessible to the originating website, and only active while you're on that site. For example if
you're shopping on a site, and you are adding things to your “shopping cart”, a cookie on your
system is what keeps track of what you've added so far. Once you're done, the cookie is
gone.



However cookies can be abused. They can be downloaded secretly to benefit the authoring
company and its ring of partners. These cookies may only ply the surfer with targeted ads
while on a website but there are ways to stalk surfers beyond the original site and across the
Internet.

For the most part, cookies aren’t something to be all that concerned with when compared to
the other major spyware types. Just be aware that they can potentially cause a problem.

Hijackers:

A spyware program that takes over your web browser and displays pages that you shouldn't
get if the hijacker isn't there.

They can take over your browser start page, sometimes preventing you from changing it back
to anything else. They can modify pages that you request, adding links that shouldn't be there
and ads that aren't originally on the page. They can modify search results from search
engines, giving you links to nothing but the spyware company's garbage.

If you can't seem to set your start page to what you want, or your first page of search results
always seems to be for porn, drugs, gambling, or other stuff that have nothing to do with your
original search, your browser probably has been hijacked.

Porn Dialers:

A special type of software used by unscrupulous pornography vendors. They are applications
which give the user's computer access to a list of long-distance phone numbers for use with a
pornographic "service". These applications may show a window which will prompt the user
whether or not to continue and install or use the modem to dial the long-distance phone
numbers. If this window does not appear initially, it will generally appear after a system is
restarted, if the porn dialer copies itself to a startup location. | don't see this type of spyware
as much as | used to, but it's still worth mentioning because of the potential hit to your wallet.

Once dialer software is downloaded and installed on a user's computer, the user computer
may be disconnected from their modem's usual Internet service provider and dial up another
phone number and the user is billed. Dialers generally do not spy on users, but they are
malevolent in nature and can rack up expensive and unwanted bills.

This type of malicious software spreads like many other adware and spyware programs by
exploiting java and ActiveX vulnerabilities and often can trick people into installing it. These
programs can also be spread through spam and many of these porn distributors will buy up
expired domain names of older sites that still might be getting traffic and transform them from
what was once a family friendly or useful site into a pornography gateway often times
complete with ActiveX installers to commandeer your computer and turn it into a pop up porn
gallery.

These programs can be very aggressive and many have the capability to allow other web sites
to access and install even more parasites on to your computer. There are also many virus
trojans that have the capability of displaying pornography.

Despite the fact that several these browser hijackers are targeted as trojans and viruses,
according to many current laws, they have done nothing illegal. The people that distribute
browser hijackers and spyware hide behind the fact that you gave your permission by clicking
through ActiveX security prompt.

Porn Dialers aren't as big of a concern on corporate or other networked environments where
you are directly connected to the Internet instead of through a dial up modem since even if
they are installed, they can't dial out through anything. (assuming you don't still have a phone
cable plugged in for something else.) Either way it's something you do not want installed on
your computer.

Collectware:

This can be installed by either a trojan or a drive-by-download. Basically it keeps track of your
surfing habits, in an attempt to let the marketer tailor their ads. Your computer becomes
sluggish because they are using up your Internet connection’'s bandwidth and computer's
resources to do it.

Hijack This:

*Advanced Users only* please! Hijack this will allow you to delete things that should be on
your system which can cause problems. In some cases it is the only way to get rid of certain
browser hijackers.

Hijack This is available from http://www.spywareinfo.com/~merijn/

Javacool Spywareblaster:

Not a removal tool, but useful enough should be mentioned here with the rest of the useful
tools. See the description of this software in the “How do | protect myself” section.
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Spyware Removal Tools
And useful Utilities:

The first thing to be aware of, is that if you are in a corporate, education, or otherwise
networked (non-home) environment, you should contact your technology or IT department.
Let them either deal with the problem or give you further directions on how they want you to
proceed. The best thing you can do in this situation is educate yourself on how to avoid
getting infected again down the road.

However, if you are dealing with a home computer, it can be expensive to repeatedly pay
someone to make a house call and clean the spyware off of your computer every time you get
it. If you're at all technically inclined, you may want to try removing it yourself using these
tools.

Spybot Search & Destroy:
Available from http://security.kolla.de/ or http://www.safer-networking.org/. After downloading

and installing the software, you should first update it using the built-in update utility so it can
remove the most recently added spyware problems.

A good idea is to use the “immunize” function in spybot S&D. It will help avoid some (but not
all) problems in the future.

Spybot S&D is relatively safe for a beginner to use without worrying about causing any
unintentional damage to your computer.

Lavasoft Ad-Aware:

Available from http://www.lavasoft.de/. Again, be sure and run the online update before using
it to scan.

You should scan your system with both of these products, They both do a good job but it
seems that each of them picks up on spyware components that the other sometimes misses.

Lavasoft Ad-Aware is also relatively safe for a beginner to use without worrying about causing
any unintentional damage to your computer.

Startup Control Panel:

Available from http://www.mlin.net/ A great little free program for controlling what starts up
automatically when windows is started. The “startup” program group is only one of the places
that programs can launch from at startup time. This control panel covers many different
places, and makes it easy to remove anything you don't want running. Bear in mind that this
program doesn't actually remove anything except the command to start an application at
bootup.

Also useful for removing nuisance software that thinks it should always be running (realplayer,
quicktime, etc. that you just want to run yourself when you need it). Just be sure that you don't
delete startup shortcuts for things that should be running there, if in doubt, ask your local
expert.

Because of this, | think Startup Control Panel should be used by people who consider
themselves to be at least one notch above the beginner stage.

Startup Inspector:

Available from http://www.windowsstartup.com/ Another free program for controlling automatic
startup programs on windows systems. This one has an option called “consult” that checks
online and tells you what each startup item is, and whether or not it thinks you need it on your
system. Can be helpful if you're not sure if something should be there or not.

Since this program is very similar in function to Startup Control Panel, the same caution
applies. It should be used by people with a bit more advanced understanding of what each
program in your startup list is.

Toolbars:

Lately many spyware programs are masquerading as an otherwise useful toolbar attached to
your browser right underneath it's address bar. They are a special type of collectware that you
should be aware of.

Here are some of the toolbars you should watch for, and not allow to inhabit any space on
your browser: Alexa, Comet Cursor, Easybar, Fastseeker, FavoriteMan, Hotbar, Huntbar, IBIS
Toolbar, Internet Marketing Toolbar Pro, Mirar, MySearch, Quickflicks, Show Bar, Ucmore and
Web Behavior.

If you ever see anything like this on your browser's toolbars, then you have been hijacked.

Remember: If you see a banner ad or popup for something like a “Free Web Browser
Enhancement” you can almost always translate that to “spyware installer.” If you see offers for
free gifts or “special offers”, think twice before clicking. Hijackers will go to extraordinary
lengths to get their stuff on your system.

“Good” Toolbars:

| should mention that not all toolbars are necessarily bad news. | use the Google Toolbar
(available at http://toolbar.google.com/) myself, because it's very good at blocking popup ads.
Be aware however, that when installing the google toolbar, There is an option to “disable
advanced features”. The “advanced” feature here is just a mechanism to send data back to
google's pagerank feature (which is considered by some to be a form of spyware, though |
believe that's pushing the definition). Either way, | don't want my computer sending anything
automatically, so I turn it off.

There are others that | haven't tried personally that might be as good as the google bar. Just
be careful of what you install, and always research it first so you know exactly what you're
getting.



Spyware Symptoms:

These are some of the common symptoms that can arise from a spyware infestation. Just
remember that you don't need to wait for your computer to exhibit these symptoms before you
run a scan. If you have any suspicions, or just want to check to be sure you're clean, grab a
copy of Spybot or Adaware (more directions later in the document) and check. It won't hurt
anything to scan for it.

Reduced performance and system instability. This is the classic first symptom that
people notice when they get invaded by spyware. The more you have, the more it uses up
system resources, CPU time, memory, disk space, and Internet bandwidth, making your
system slower. Sometimes to the point that it is practically unusable. Also, most spyware
isn't very well tested or debugged, and because spyware companies depend on you not
knowing it's there in the first place, you don’t get to report bugs or obtain tech support. The
result can be system crashes, hangs, or other strange behavior.

Home page hijacking: This is becoming more and more common. Has your default home
page been changed? Are there new sites in favorites that you didn't add? Do searches
return completely unexpected results, such as links to porn sites and ads for “legal herbal
alternatives” for drugs, etc. It's probably spyware.

Programs appear that you don’t remember installing: If you suddenly see some icons
in your tray or on your desktop that you don’t remember being there before, don't just
assume that someone else in the house installed it. Check! It might be spyware.

Suspect Phone Charges: If you suddenly have strange charges on your phone bill, check
your computer for renegade dialers before you go complaining to the phone company.

Strange popup ads: Popup ads are a normal part of life while surfing the net, however
you should never get a popup while you're typing away on a word processor document, or
whatever non-web related activity you're doing.

If you start receiving popups at strange times, while you're not on the web, or popups you
don't expect to see (like ads for adult web pages when surfing cnn.com, etc.), you might
have spyware. Run a scan.

Spyware “Tricks”:

Deceptive functionality: Spyware will often pretend to be something other than what it
really is. For example: Offers to synchronize your PC's clock, keep track of forms, etc.
But it is also doing other hidden things while you browse. If you have any strange looking
icons in your tray, you should verify that they are something that you really want there.

The “Keep asking until you say Yes” approach: This is particularly common with drive-
by downloads. Some spyware is delivered by an ActiveX control that tries to load each time
you visit a web page where the spyware is present. As a security measure, the browser will
ask if you want to install. If you say No it's only good until the next web page you load,
where you'll again be asked the question. After a few pages of this, some people will give
up and say Yes. (A better move would be to give up and leave that site.)

Use confusing legalese: The license agreements don't just come out and say "we're
going to collect information and screw up your browsing" since that wouldn't get them a lot
of customers. Instead, the licenses are full of vague and confusing prose. Read them
carefully, if you're not sure about something, either find out or don't install it.

Create a false pretense for needing the software: You get this email message from a
friend: "I've just sent you a greeting card, go to this web site to read it!"" When you get to
the web site it asks you to install a "greeting card viewer" that turns out to be spyware, and
it sends a similar card to everyone in your address book. In the license agreement you
didn't read but agreed to, you gave it permission to do that!

Look essential, or be invisible: Some spyware will use an official-sounding name in the
task or startup list so that you'll be less likely to disable it if you see it running. Others
maintain a low profile by using dozens of different file names and locations, or even
generating a random file name to escape detection. To further mask its existence and
reduce your awareness of it, many spyware packages will even install software updates
without your knowledge.

They don't uninstall completely, even when asked: A lot of spyware does not remove
itself when you uninstall the application that originally installed the spyware. In many cases
the only way to completely remove spyware is with a utility designed for the purpose.



